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Disease Analytics

Covid-19: Focus on contact tracing

Install app, activate bluetooth

Complementary idea: Track spread of
disease:

Location heatmap of patients

Assist policy makers

Apply targeted measures to
hotspots

No app required

Figure: Example heatmap of
London (synthetic data)
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Covid-19 Heatmap

Data:

Location data frommobile network operators

Mobile phone numbers of patients from health authority

Privacy issues:

Mobile network operator learns who is ill

Health authority learns location of patients

Solution:

Combine using ensemble of PETs
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Privacy-Preserving Heatmap Protocol
tÉ



The Plain Protocol

Two party protocol

Health Authority as client

Mobile Network Operator as server

id1 id2 id3
( )1 0 1 ×

ct1 ct2 ct3( )2 0 3 id1
3 1 1 id2
1 4 3 id3

=
ct1 ct2 ct3
( )3 4 6
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Privacy-Preserving Heatmap

Protect patients using Homomorphic Encryption

Health Authority¤ Mobile Network Operator

[ID’s] µ

[3] µ

[É] µ
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Privacy-Preserving Heatmap (cont.)

Final heatmap can leak location data!

Include only one patient

Include patient from distant region

Di�erential privacy:

Add correctly parameterized noise

⇒ Heatmap independent to individuals location
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Heatmap Di�erential Privacy

Heatmap for London with 1 infected person (synthetic data)

(a) Original data without noise. (b) Original data with DP noise.
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Heatmap Di�erential Privacy (cont.)

Heatmap for London with 600 infected people (synthetic data)

(a) Original data without noise. (b) Original data with DP noise.
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Privacy-Preserving Heatmap (cont.)

Malicious queries?

Health Authority includes patient multiple times
id1 id2 id3

( )27863 0 0

Cannot trivially check due to encryption!

Patients location data is a hotspot!

Di�erential Privacy does not protect...

Invalidation techniques derived from Zero-Knowledge Proofs

Randomize heatmap for malicious queries
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Invalidation of Malicious Queries

Goal: É+ mask where mask =

{
0 if honest
random else

Observe: If~c binary⇒~c ◦
(
~c− ~1

)
= ~0, e.g.,

~c =

10
1

 :

10
1

 ◦
 0
−1
0

 =

00
0

 .

In paper:

Transform into mask with high statistical security
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Protocol Implementation

E�icient implementation:

C++ using SEAL library for homomorphic encryption
8 million subscribers in 70 min

Austria, Singapore, NY City, . . .

corresponds to 5 $ using AWS
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Discussions

Deployment:

Agreeing on indices?

⇒ PSI solution with low overhead

Public consent for participation?

Contact Tracing: Opt-In via installing app

Heatmap: Possibility to Opt-In when receiving positive test result

⇒ Might still be highly useful even whenmany people refuse
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Conclusion

Privacy-preserving location heatmap of infected individuals

Combination of PETs makes real world protocol feasible!

Paper:

https://eprint.iacr.org/2020/522.pdf

Open-source implementation:

https://github.com/IAIK/CoronaHeatMap
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Questions
?
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