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Accumulators

Representing large sets efficiently
– Compact representation

– Membership witnesses

Merkle-Tree
– Most commonly used

– Non-constant sized membership witnesses!
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Accumulators

Representing large sets efficiently
– Compact representation

– Membership witnesses

Merkle-Tree
– Most commonly used

– Non-constant sized membership witnesses!

Public Key Accumulators:
– 𝑞-SDH, RSA, ...

– Not efficient without secret trapdoor, but ...

– ... knowledge of trapdoor allows witnesses for non-members
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Accumulators in Digital Identity Management

Credential Manager

Bob

Alice

Alice
Bob

Charlie

Alice wants to authenticate to Bob
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Accumulators in Digital Identity Management

Credential Manager

Bob

Alice

Alice
Bob

Charlie

߉

𝑤𝑖𝑡𝐴𝑙𝑖𝑐𝑒

Witness 𝑤𝑖𝑡𝐴𝑙𝑖𝑐𝑒
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Digital Identity Management – Authentication

Bob

Alice

߉

𝑤𝑖𝑡𝐴𝑙𝑖𝑐𝑒

I am Alice.
I am on the list, here is my witness 𝑤𝑖𝑡𝐴𝑙𝑖𝑐𝑒. 
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Digital Identity Management – Authentication

Bob

Alice

߉

𝑤𝑖𝑡𝐴𝑙𝑖𝑐𝑒

I am Alice.
I am on the list, here is my witness 𝑤𝑖𝑡𝐴𝑙𝑖𝑐𝑒. 

Witness checks out, go ahead!
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Digital Identity Management – Anonymous Credentials

Bob
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(Anonymous)
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Digital Identity Management – Anonymous Credentials

Bob

Alice
(Anonymous)

߉

𝑤𝑖𝑡𝐴𝑙𝑖𝑐𝑒

I prove, in Zero-Knowledge, 
that I know the witness of me 

being in the accumulator.
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Digital Identity Management – Anonymous Credentials

Bob

Alice
(Anonymous)

߉

𝑤𝑖𝑡𝐴𝑙𝑖𝑐𝑒

I prove, in Zero-Knowledge, 
that I know the witness of me 

being in the accumulator.

Proof checks out, I believe you. 
Go ahead
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Digital Identity Management – Accumulator updates
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Digital Identity Management – Accumulator updates

Credential Manager

Bob

Alice

Alice
Bob

Charlie

߉

𝑤𝑖𝑡𝐴𝑙𝑖𝑐𝑒

Remove Charlie!
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Digital Identity Management – Accumulator updates

Credential Manager

Bob

Alice

Alice
Bob

Charlie

߉

𝑤𝑖𝑡𝐴𝑙𝑖𝑐𝑒

Remove Charlie!

I update the 
accumulator ߉.  
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Digital Identity Management – Accumulator updates

Credential Manager

Bob

Alice

Alice
Bob

Charlie

߉

𝑤𝑖𝑡𝐴𝑙𝑖𝑐𝑒

Remove Charlie!

I update the 
accumulator ߉.  

I update my 
witness 𝑤𝑖𝑡𝐴𝑙𝑖𝑐𝑒

to match the new 
accumulator. 
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𝒒-SDH Accumulator

Basic idea to accumulate set 𝐴 = {𝑎0, 𝑎1, … , 𝑎𝑛−1}:
– Secret trapdoor 𝑠 ∈ ℤ𝑝
– public: generator 𝑔 ∈ ॳ, public key ℎ = 𝑔𝑠



#RSAC

𝒒-SDH Accumulator

Basic idea to accumulate set 𝐴 = {𝑎0, 𝑎1, … , 𝑎𝑛−1}:
– Secret trapdoor 𝑠 ∈ ℤ𝑝
– public: generator 𝑔 ∈ ॳ, public key ℎ = 𝑔𝑠

– Define polynomial with set elements as roots

𝑓 𝑋 =  𝑖(𝑋 + 𝑎𝑖)

– Accumulator: evaluate polynomial at 𝑠
߉ = 𝑔𝑟⋅𝑓(𝑠)
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𝒒-SDH Accumulator

Basic idea to accumulate set 𝐴 = {𝑎0, 𝑎1, … , 𝑎𝑛−1}:
– Secret trapdoor 𝑠 ∈ ℤ𝑝
– public: generator 𝑔 ∈ ॳ, public key ℎ = 𝑔𝑠

– Define polynomial with set elements as roots

𝑓 𝑋 =  𝑖(𝑋 + 𝑎𝑖)

– Accumulator: evaluate polynomial at 𝑠
߉ = 𝑔𝑟⋅𝑓(𝑠)

– Witness of element 𝑥: accumulator without 𝑥

𝑤𝑖𝑡𝑥 = ߉
𝑠+𝑥 −1

– Verification via Pairing:

𝑒 ,߉ 𝑔 ≟ 𝑒 𝑤𝑖𝑡𝑥 , 𝑔
𝑥 ⋅ 𝑔𝑠
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𝒒-SDH Accumulator (cont.)

Knowledge of trapdoor:
– Calculate 𝑠 + 𝑥 and 𝑠 + 𝑥 −1

⇒𝒪 1 witness creation and accumulator update

– But: Construct witnesses for non-members!
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𝒒-SDH Accumulator (cont.)

Knowledge of trapdoor:
– Calculate 𝑠 + 𝑥 and 𝑠 + 𝑥 −1

⇒𝒪 1 witness creation and accumulator update

– But: Construct witnesses for non-members!

Forget trapdoor:
– Public key contains: 𝑔𝑠

𝑖
for 1 ≤ 𝑖 ≤ 𝑞

Allows to accumulate 𝑞 elements

– Witness creation and accumulator update:
Accumulate modified sets
Runtime: 𝒪 |𝐴|
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MPC 𝒒-SDH Accumulator

Idea: Split trapdoor 𝑠 among multiple accumulator managers

Distributed algorithms for:
– Create public parameters

– Accumulate

– Witness creation

– Accumulator updates

Keep keyless witness update (𝒪 1 )

Public verification

⇒Accumulate in 𝒪 𝐴 , all other in 𝒪 1

Credential Manager 1 Credential Manager 2

𝑠1 𝑠2

Credential Manager 3

𝑠3

MPC
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MPC protocols and Implementation

SPDZ:
– Correctness: All parties need to respond honestly

– Privacy: Always detect malicious behavior

Shamir based protocols:
– Correctness: Subset of parties need to respond honestly

– Privacy: Assumes honest majority among parties

Implementation:
– MP-SPDZ library

– Integrated Relic-library for pairing based ECC
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Keyless 𝒒-SDH benchmark

Keyless 𝑞-SDH benchmarks (time in 𝑚𝑠):

⇒ 𝒪 𝐴 runtime!

|𝐀| Gen Acc WitCreate Add WitUpdate Delete WitUpdate

210 649 1 117 1 116 1 116 0.6 1 120 0.7

214 9 062 116 031 115 870 115 575 0.6 116 154 0.7
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MPC 𝒒-SDH, malicious SPDZ – Online Phase

LAN network (time in 𝑚𝑠):

⇒ 𝒪 1 runtime (except Acc)!

𝒏 |𝐀| Gen Acc WitCreate Add WitUpdate Delete WitUpdate

2
210 11 10 5 5 0.6 5 0.7

214 11 89 5 5 0.6 5 0.7

5
210 37 131 75 31 0.6 78 0.7

214 48 225 80 42 0.6 87 0.7
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MPC 𝒒-SDH, malicious SPDZ – Online Phase (cont.)

WAN network (time in 𝑚𝑠):

⇒ 𝒪 1 runtime (except Acc)!

𝒏 |𝐀| Gen Acc WitCreate Add WitUpdate Delete WitUpdate

2
210 169 966 372 170 0.6 379 0.7

214 179 1 297 365 173 0.6 385 0.7

5
210 505 1 995 1 050 499 0.6 1 034 0.7

214 506 3 872 1 052 491 0.6 1 033 0.7
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Conclusion

Introduced secret shared 𝑞-SDH accumulator
– Constant witness size
– 𝒪(1) algorithms (except initial accumulation)
– Instantiated with different MPC protocols

Dishonest majority: SPDZ
Threshold protocol based on Shamir Secret Sharing

Implementation in MP-SPDZ
– https://github.com/IAIK/MPC-Accumulator

Paper: https://eprint.iacr.org/2020/724.pdf
– Extensive benchmarks
– Security proof in UC framework

https://github.com/IAIK/MPC-Accumulator
https://eprint.iacr.org/2020/724.pdf
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