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Secure Multiparty Computation (MPC) TAC:=D

= MPC allows mutually untrusting parties to compute
functions on combined input

®  Inputs stay private

= Flexible technology /O*
{¢

= Many protocols and different security levels

= Semi-honest vs. malicious security
= Potential to bring privacy to many use cases!

m  Privacy-preserving data analysis
= Threshold signatures and wallets
=  This project: Decentralization
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World ID Infrastructure TAC=D

= World ID

= Digital identity linked to individuals
= Unique identifier for each individual

= Authentication via zero-knowledge proofs
= Setup phase for new identifiers

= Uniqueness enforced via iris scans

s Compare new iris scan to database

= |ris scans only used during signup Figure: © Worldcoin
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Database Check TAC=D

. Database is currently hosted by Worldcoin Foundation Q
m  Centralized database has privacy concerns and

potentially allows misuse

Result
= Database full with biometric data
= Partial information about iris can be reconstructed |
Database
from code
= Deny giving out an ID for specific individuals
. .. Ins

= Decentralize iris code database

= Split database amongst multiple organizations

securely using MPC
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Decentralized Iris Database using MPC

= No database holder learns
database content or new iris code

MPC-shared database

m  Parties have random
secret-shares

Orb secret-shares new iris code

Compute similarity check
protocol in MPC

But: Overhead of MPC protocols

O

tation

TAC=D

Results

Database
(secret-shared)

Irs (secret-shared)
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Iris Similarity Check Protocol TAC=D

= Comparison of two iris codes:

= Calculate hamming distance
hd = PopCount(c; @ &)

= Compare to a threshold hd < t
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Iris Similarity Check Protocol TAC=D

= Comparison of two iris codes:

= Calculate hamming distance
hd = PopCount(c; @ &)

= Compare to a threshold hd < t
= Data sizes:

= 1 iris code = 12800 bits

m  Current database size: ~3 million iris codes

= Simple protocol, but difficult in MPC
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MPC problems TAC=D

= Mixed operations

= Hamming-distance: XOR (boolean), Sum (16-bit integer)

= Comparison and aggregation (boolean)
= Communication overhead

= Parties exchange randomized data for each multiplication/AND gate

= Problem for huge database!
= Solution using binary circuits:
= 3GB communication for checking 1 code against a DB of 1000000

= Careful protocol choice and fine-tuning required for efficient implementation
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TAC=D

Proposed Solution



Efficient Hamming Distance Calculation TAC=D

= Biggest factor in communication

»  Idea: Rewrite hamming distance:
hd(3,b) = a2+ > b —2-(3b)
i i

= Linear operations require no communication (sums, multiply by 2, etc.)

= 1 dot product
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Efficient Hamming Distance Calculation TAC=D

= Biggest factor in communication

»  Idea: Rewrite hamming distance:
hd(3,b) = a2+ > b —2-(3b)
i i

= Linear operations require no communication (sums, multiply by 2, etc.)

= 1 dot product

-,

= Optimized MPC implementation of hd(a, b):

= Share bits of iris as ring-elements in Zs

= Use honest-majority MPC protocol (e.g., ABY3, Shamir, ...)
= Communication independent of vector sizes!

= Massive communication save: 3GB vs 2 MB
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Threshold Comparison TAC=D

= Since [log,(12800)| = 14 and hd is shared over Zyis:

hd < t < MSB(hd — t)

= Bit-extraction, usually implemented via arithmetic-to-binary conversion

m  Aggregate extracted bits for whole database

= Do not leak which specific iris matched
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Threshold Comparison TAC:=

= Since [log,(12800)| = 14 and hd is shared over Zyis:

hd < t < MSB(hd — t)

= Bit-extraction, usually implemented via arithmetic-to-binary conversion
= Aggregate extracted bits for whole database

= Do not leak which specific iris matched
= MPC protocol requirements:

= Dot-product communication independent of vector size

= Efficient arithmetic-to-binary conversions

= ABY3-like protocols based on replicated secret sharing are a good fit

o/
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Communication Sizes TAC=D

= Arithmetic-to-binary in replicated sharing protocols:

m  Add three 16-bit values using binary circuits

= Choice between low-AND and low-depth version

= Low-AND version: 29 AND gates, 15 communication rounds
= Aggregate resulting bits using a binary OR-tree

= |db| — 1 AND gates

= [log,(|db|)] communication rounds
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Communication Sizes TAC=D

= Arithmetic-to-binary in replicated sharing protocols:

m  Add three 16-bit values using binary circuits
= Choice between low-AND and low-depth version

= Low-AND version: 29 AND gates, 15 communication rounds
= Aggregate resulting bits using a binary OR-tree
= |db| — 1 AND gates

= [log,(|db|)] communication rounds

= |ris protocol:

= |db|- (16 +29+ 1) —1=46-|db| — 1 bits communication
= 16 + [log,(|db|)] communication rounds
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Security Models

Two security models:

= Semi-honest version of ABY3
= Extension for malicious security

Options for malicious security:

= Triple-sacrificing (e.g., with cut-and-choose)
= Distributed zero-knowledge proofs (e.g., SWIFT)
= SPDZWise MACs (e.g., Fantastic Four)

Our Experiments:

m  Arithmetic: SPDZWise MACs

= Preserves communication being independent of vector sizes in dot products
= Binary: Cut-and-choose based triple sacrificing
= Smallest overhead for AND gates

TAC=D
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Malicious Security TACZD
m  SPDZWise MACs for Arithmetic
= Extend shares [x] with MAC [+] = [a - x| using MAC-key [¢]

= Extend operations to also compute on MACs
»  MAC-check: Ensures correctness for all multiplications

= Security: Operate on 64-bit shares instead of 16-bit
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Malicious Security TAC=D

m  SPDZWise MACs for Arithmetic
= Extend shares [x] with MAC [+] = [a - x| using MAC-key [¢]
= Extend operations to also compute on MACs
»  MAC-check: Ensures correctness for all multiplications

= Security: Operate on 64-bit shares instead of 16-bit

= Triple sacrificing for Binary:

= Offline Phase:
= Precompute m AND triples ([x], [y], [z]). where [z] = [x] A [y]

= Reduce them to n valid AND triples with cut-and-choose and sacrificing

= Online phase: Check each AND gate by sacrificing pre-computed triples

11/14



Experiments TAC=D

Protocol Runtime (ms) Data (MB)

Plain 134 -
Semi-honest 426 0.598
Malicious 2900 4.643

Table: Singlethreaded benchmark for DB with 100000 iris codes.

= Low communication! = Malicious overhead:
= Semi-honest overhead: = Four 64-bit shares (MACs)
= Two 16-bit shares for each bit = AND-triple precomputation and

check
= Factor ~32x for storage
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Security and Comparison to Homomorphic Encryption TACZD

= MPC solution:

= Semi-honest or malicious security

= Non-collusion assumption for computing parties
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Security and Comparison to Homomorphic Encryption

o Non—Cé”&éRos& N
O+

MPC solution:

= Semi-honest or malicious security

= Non-collusion assumption for computing parties
Homomorphic encryption (HE):

= HE encrypted database
= Key-holder with non-collusion assumption
= Only semi-honest security

= Performance and ciphertext expansion

= Addition of encrypted 16-bit integer: 100 ms
= Encryption of 1 iris code: 37 MB

= Slower, high communication, and larger database
size expansion

TACE
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Conclusion

Decentralize iris code database using MPC
Problems: Huge database and mixed operations
Performance depends on protocol choice and optimization

= Replicated secret sharing over Rings

= Manageable overhead
Compared to homomorphic encryption:

»  Much better performance for this use case

= Allows malicious security with small overhead
Implementation: https://github.com/TaceolLabs/worldcoin-experiments

Actively working on improvements

TACE

o/
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https://github.com/TaceoLabs/worldcoin-experiments
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