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Yao’s Millionaires’ Problem

Alice Bob

Hey!

What?

I bet I’m richer
than you!

No way!

I don’t want to
say how rich I am!
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Quick MPC-Primer

MPC allows mutually untrusting parties to compute
functions on combined input

⇒ Arbitrary compute on encrypted data
Not just threshold signatures and wallets

Share data for n parties

Each share is essentially random

Together, parties can reconstruct data

⇒ Non-collusion assumption

Jointly compute functions on shares

Produces secret shares
Requires communication between parties

⇒ Inputs and intermediate results remain private
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Collaborative SNARKs

Basically: Creating a SNARK in MPC

SNARKs mainly consist of linear operations

FFT, MSM, evaluating polynomials at public points, sum-check, . . .

⇒ Very efficient in MPC

Groth16, Plonk, UltraHonk, Halo2, other KZG/IPA based protocols

Ô
Programmability from MPC

¥
Provability from SNARK

´
Privacy from MPC and

SNARK
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CoSNARK Pipeline

Write program in Circom/Noir

Defines the ZK proof

Witness extension: Evaluate program on private inputs in MPC

MPC witness extension for arbitrary programs essentially requires MPC-VM

Can have “gadgets” that might be MPC-unfriendly (e.g, bit decompositions)

Create proof from extended witness
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Compute on Private Shared State

Public state:

Everyone sees data

Private state:

Data remains secret
How to compute on data from
multiple owners?

⇒ Private shared state

Compute off-chain

Post commitment to result and
proof of computation on-chain

Basically MPC-rollup
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Private Shared State – Setup

Private state:

User A with data d1
User B with data d2
Chain with commitments c1, c2

Smart contract:

Function f (x1, x2)

SNARK verifier Vf

E.g., Groth16 verifier

Verifies computation of f (x1, x2)

Goal: Compute f (·) on d1 and d2 in MPC
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Private Shared State – MPC-Network

Users secret-share data
for MPC-network

MPC parties (M1, M2, M3)

only learn random share

Data stays private

(Non-collusion assumption)

MPC-network gets function from
blockchain
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Private Shared State – MPC-Computation

MPC-network computes function on secret-shared input data

No-one learns intermediate values or final result
Output result to user C

Create coSNARK

Function computed correctly

Bind input/output data to commitments
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Private Shared State – Verification

Smart contract verifies proof π

Verifies correct ...

... inputs used

... function calculated

... commitment received

⇒ Advance state if accepted
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Additional Property: Unknown State

Private state owned by MPC-network

State is secret shared on MPC network
Can have commitment on chain

⇒ No one knows the state
Except MPC network as a collective

⇒ E.g., private token use case

MPC network can create fresh state

Create seed in MPC
Commit to seed and send commitment on chain
Derive state from seed
No one ever knows the state, but can be used in deterministic computations

⇒ E.g., on-chain deck shuffling
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Making Existing Tokens Private

Goals:

Private wrapper for any token (ETH, USDC, ...)

Deploy on any EVM chain

Hide balance, sender, receiver, and transfer amount

⇒ Private shared state:

Smart contract holds commitments of balances
Also holds total amount of underlying token

Keep balances in private shared state on MPC network

ERC20: mapping(address ⇒ balance)

⇒ MPC for private off-chain computation

Transactions update balances and commitments
⇒ ZK proof for integrity via CoSNARK

12/24 [Don’t] Share your data.



Our Approach

Store private balance in oblivious
hashmap on MPC network

mapping([address] ⇒ [balance])

Hashmap implemented as Merkle tree

Root is sparse commitment

Leaves are balances
Address is path from root to leaves

Allows efficient membership proofs

Private Accesses:

Each layer of tree is oblivious RAM
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Private Transactions

Private transaction is an oblivious map update

Sender ZK proof for authentication

Deduct balance from sender and add to receiver
MPC ZK proof:

4x Merkle proofs: Old sender/receiver balance and new sender/receiver balances

Sender has enough balance
Amount is positive
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Oblivious Hashmap Scaling

Performance of private hashmap scales with the bit-length of the identifier

More layers ⇒ more ORAMs

Layers get bigger ⇒ bigger ORAMs

⇒ 160-bit address as identifier leads to bad performance

Solution: ID-Registry

Client has to register in the ID-Registry to use the service

Essentially a mapping(address ⇒ index)

Index is used as address for oblivious hashmap
Index lookup as part of sender ZK proof
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ID-Registry as Incremental Merkle-Tree

Client registers a private transfer with ZK proof:

Prove knowledge of secret key

Prove corresponding public key is registered in ID-registry at index i
(Merkle-proof)

⇒ Depth of oblivious hashmap is log2(num users)
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Private Token Transfer Interactions
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Private Token Transfer Benchmarks

MPC benchmarks for a private transfer including CoSNARK proof generation

3 co-located MPC parties (m7a.4xlarge)

#Users Runtime Throughput
[ms] [1/s]

100k 155.0 6.5
1M 155.4 6.4
4M 165.9 6.0

⇒ 6 TPS for fully private mode

Pure confidential mode: ≈ 300 TPS

Hybrid mode: ≈ 40 TPS
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Oblivious Map

Oblivious map as Merkle-tree of ORAMs

Performance cost:

ORAM reads and writes (parallel)

Compute hash-chain for updated path
Sequential

≈ 60 communication rounds per layer (Poseidon2)

CoSNARK
CoGroth16 mostly CPU bound

Optimization targets:

Different ORAMs
CPU vs GPU
Higher tree arities (layers vs more ORAM reads)
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Duoram

Communication efficient 3-party ORAM

DPF: Distributed point function

Random tree from PRG (e.g., AES)

Index to 1-hot vector translation

Offline phase: Generate DPF

In MPC: O(log(n)) communication/rounds

Dealer: O(log(n)) communication in 1 round

Online phase: Expand DPF and apply (O(1) comm.)

Bottleneck: AES-tree on CPU

⇒ GPU acceleration
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GigaDoram

Efficient hierarchical 3-party ORAM

Best ORAM performance/scaling in
academic literature

Rounds:

99% of accesses below 27
Spikes up to 1600

Compared to Duoram:

+ Better performance and scaling

+ No CPU bottleneck

− More communication/rounds

⇒ Requires co-located MPC nodes

− Hard to accelerate using GPU

Fig.: From GigaDoram paper.
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https://eprint.iacr.org/2023/1950.pdf


Benchmarks

MPC benchmarks of a private write to the OMap (Arity-2)

Including CoSNARK proof generation

3 co-located MPC parties

Dealer for DPF

CPU (m7a.4xlarge) vs GPU (g5.4xlarge)

#Users Duoram Duoram GPU GigaDoram
[ms] [ms] [ms]

100k 146.4 197.8 127.1
1M 260.0 230.9 141.4
4M 842.2 303.8 155.6
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Conclusion

Collaborative SNARKs

Evaluate SNARKs in MPC
Enable private shared state

Oblivious Hashmap

Private and verifiable hashmap for private shared state

Implemented via Merkle-tree from ORAMs

Private token transfer from OMap and CoSNARKs

Throughput of ≈ 6 TPS
Relaxed versions: Confidential ≈ 300 TPS, Hybrid ≈ 40 TPS

Non-verifiable: 80 TPS (fully private) – 6000 TPS (confidential)

Extensions and integrations (private yield, x402 protocol, ...)

Available as demo for you to experience
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Resources

Tooling Private Token Transfer Demo

Confidential Token Transfer Paper TACEO Blog
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https://github.com/TaceoLabs/co-snarks
https://merces.taceo.io
https://eprint.iacr.org/2026/850.pdf
https://blog.taceo.io
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Additive Secret Sharing

Share x for n parties: [x ] = (x1, x2, . . . , xn)

Sample n − 1 random elements x1, ..., xn−1

Last share: xn = x −
∑n−1

i=1 xi

⇒ Reconstruct: x =
∑n

i=1 xi

Properties:

n − 1 shares have no information on x

All shares required for reconstruction

Scheme is linear!
Share addition, constant addition, constant multiplication
can be computed without interaction

Share multiplication requires party-interaction

x

share

reconstruct

y = f (x)

y

x1 x2 x3

y1 y2 y3
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3-Party Replicated Sharing

Additive sharing, where each party has two shares

Share [x ] = (x1, x2, x3)

Party i has (xi , xi−1)

Linear operations can be computed without interaction

Only 2 out of 3 parties required to reconstruct secret (honest majority)

Multiplication [z ] = [x ] · [y ]:

Local part: zi = xi · yi + xi−1 · yi + xi · yi−1 + ri ... with random zero share ri
Transform additive share zi to replicated share by sending zi to party i + 1

Dot product [z ] =
∑

i [xi ] · [yi ]

Compute local parts of all multiplications

Reshare the sum
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Shamir Sharing

Different approach to secret sharing over field Fp:

Threshold sharing (k-out-of-n)

Random polynomial with x in constant term

p(X ) = x + a1 · X + ...+ at · X t

. . . with random ai

Share [x ] = (p(1), p(2), . . . , p(n))

Reconstruct from k = t + 1 shares using Lagrange interpolation

x

share

reconstruct

y = f (x)

y

x1 x2 x3

y1 y2 y3
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Shamir sharing (cont.)

Linear operations can be computed locally on shares

Multiplications:

zi = xi · yi is valid share of z = x · y
But: Polynomial degree doubles

⇒ Degree reduction subprotocol (with party interaction)

Dot products: Delay degree reduction to after computing sum

Multiply share with Lagrange coefficient:

Shamir with t = 1 ⇒ 2-party additive

Shamir with t = 2 (e.g., after multiplication) ⇒ 3-party additive

28/24 [Don’t] Share your data.


	MPC and Collaborative SNARKs
	
	Private Shared State
	
	Private Token Transfer
	
	OMap Details
	
	Questions
	
	Appendix
	

