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Quick MPC and Collaborative SNARK Primer /;?\Y
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= MPC allows mutually untrusting parties to compute /
functions on combined input . B
lMPc | ‘

I |
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= Arbitrary compute on encrypted data
= Not just threshold signatures and wallets
»  Collaborative SNARK: Creating 2 SNARK in MPC \L
Computability from MPC Provability from SNARK Privacy from MPC and

SNARK
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Making Existing Tokens Private

s Goals:

Private wrapper for any token (ETH, USDC, ...)
Deploy on any EVM chain
Hide balance, sender, receiver, and transfer amount

= Private shared state:

Smart contract holds commitments of balances
= Also holds total amount of underlying token

Keep balances in private shared state on MPC network
= MPC for private off-chain computation

Transactions update balances and commitments

= ZK proof for integrity via CoOSNARK
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Our Approach

Store private balance in oblivious
hashmap on MPC network

mapping([address] = [balance])
Hashmap implemented as Merkle tree

= Root is sparse commitment

= |eaves are balances
= Address is path from root to leaves

Allows efficient membership proofs

Private Accesses:

= Each layer of tree is oblivious RAM

H(H(@,@), @) == commitment

Path = Key

Commitment
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Private Transactions
= Private transaction is an oblivious map update

m  Sender ZK proof for authentication

s Deduct balance from sender and add to receiver
= MPC ZK proof:

= 4x Merkle proofs: Old sender/receiver balance and new sender/receiver balances
= Sender has enough balance
= Amount is positive

m  Checking balance is a read from the map

MPC-Network
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Oblivious Hashmap Scaling

= Performance of private hashmap scales with the bit-length of the identifier

= More layers = more ORAMs
= Layers get bigger = bigger ORAMs
= 160-bit address as identifier leads to bad performance

= Solution: ID-Registry

= Client has to register in the |ID-Registry to use the service
m  Essentially a mapping(address = index)
= Index is used as address for oblivious hashmap

= Index lookup as part of sender ZK proof
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ID-Registry as Incremental Merkle-Tree

Same Path
I:D-Registr(/ MPC Ho«sL\maP
/cmwc\ /c & c\
(L G 0 B
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»  Client registers a private transfer with ZK proof:

= Prove knowledge of secret key

= Prove corresponding public key is registered in |D-registry at index |
(Merkle-proof)

= Depth of oblivious hashmap is log,(num_users)
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Private Token Transfer Interactions

ID-Registry

‘ Transfer 55 from {
‘ | Aliceg to Bobg, i
; Ciphertexts: [5] , [Alice] ! Acti
] ' i Eamion : ctionQueue
1) Commitment® and Proof |
=
Alice
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Private Token Transfer Benchmarks

= MPC benchmarks of a private transfer including CoSNARK proof generation
= 3 MPC parties

= CPU (m7a.4xlarge) vs GPU (gb.4xlarge)

#Users mT7a.4xlarge gb.4xlarge

[ms] [ms]
100k 214.7 211.7
1M 335.7 2421
4M 0982.5 371.6

8/9 TAC=D [Don’t] Share your data.




Conclusion

m  Merces: Private token transfers via MPC and CoSNARKSs
= Privacy from MPC, integrity from ZK

= Implemented via oblivious hashmap based on a Merkle-tree and ORAMs
= Throughput of ~ 4 tps
= Relaxed setup leaking sender/receiver achieves =~ 300 tps

= Fully implemented

= Available as demo for you to experience

= Ongoing work:
= Extend with private yield

= Integrate services, e.g., payment protocol x402

Merces Demo

9/9 TAC=D [Don’t] Share your data.



https://merces.taceo.io/

Questions
o
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